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TOM TAT

Mang Mobile Ad hoc Network (MANET) 12 mang gdm cac nut di dong c6 kha ning nhan va truyén
dir liéu ma khong can dén co sé ha ting ¢ dinh. Truyén thong giita mdi cip nit ngudn va dich dugc
thuc hién bang cach st dung cac giao thire dinh tuyén. Céc giao thirc dinh tuyén nay con nhiéu 16 hong
bao mat dan dén mang MANET bi tdn cong va anh hudng rat I6n dén hiéu niang mang. Tan cong 15 den
(Blackhole Attack) la hinh thirc thu hut Iuu lvgng va danh roi cac goi tin. Bai bao nay trinh bay cach thic
tan cong 1 den trén giao thirc dinh tuyén AODV (Adhoc On Demand Distance Vector), qua d6, bai bao
dé xuat mot giao thirc dinh tuyén cai tién 1a DSNAODV chéng tn cong 16 den duya trén viée d6i sanh
gia tri DSN (Destination Sequence Number) ctia g6i RREP véi gia tri trung binh DSN cua tat ca gbi tin
nhan duoc trong qua trinh kham pha duong di. Str dung phan mém mé phong Network Simulator phién
ban 2.35 (NS2.35) dé cai dat, mo phong cac kich ban tan cong 16 den, giao thirc cai tién DSNAODV
chdng tn cong 16 den. Qua d6 danh gia duoc hiéu ning cia giao thic cai tién DNSAODV dya vao cac

thong sb ti 1¢ chuyén phat goi tin thanh cong, ti 1¢ roi goi tin, dd tré trung binh.
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1. MO PAU

Mang MANET la mang khong day, khong can
co sO ha tﬁng, cac nit mang cé thé di chuyén thay
ddi vi tri lién tuc, trong ving phét séng cac nut
mang vua cd vai tro giri/nhan thong tin vira c6 vai
trd nhu 1a by dinh tuyén dé chuyén tiép cac goi tin
dén ntit mang dich.

Hinh 1. M6 hinh mang MANET

Do nhitng dic tinh nay, mang MANET rat d&
bi tan cong, trong d6 tan cong dinh tuyén 1a phd
bién nhat. Cudc tin cong 16 den 1a mot hinh thirc
tn cong dinh tuyén duoc thuc hién boi mot hodc
nhiéu nat doc hai bang cach thu hat luu luong va
danh roi cac goéi tin. Do d6 bai toan nghién ctru,
cai tién cac giao thuc dinh tuyén chong tan cong
16 den cho mang MANET c¢6 y nghia khoa hoc va
tam quan trong trong viéc ning cao hiéu qua va
dua mang nay vao tmg dung nhiéu trong thuc tién.

Bai bao nay, tac gia tap trung nghién cuu va
danh gia hiu nang cua giao thirc dinh tuyén cai
tién AODYV la giao thtc DSNAODV d¢ chong lai
cac cudc tan cong 16 den.

2. NOI DUNG VA PHUONG PHAP NGHIEN
cUU
2.1. Ngi dung nghién ciru

Hoat dong cua giao thuic dinh tuyén AODYV,
AODV bj tan cong 16 den, cai tién AODV chong
tan cong 16 den. M6 phong cac kich ban mang
MANET st dung giao thtic dinh tuyén AODV co
tan cong 16 den, giao thie cai tien DNSAODV
chong tan cong 10 den dé danh gia hiéu nang mang
dua trén cac thong so:

Ti 1& chuyén phat géi tin thanh cong.

Ti 1€ roi goi tin.

Do tré trung binh End - to - End.

2.2. Phwong phdp nghién ciru

Bai béo sir dung hai phuong phap nghién cuu:
Nghién ctu ly thuyét va cai dat mo phong kiém
chung.

Phuong phap nghién ctru 1y thuyét: Téng hop
cac két qua cta cac cong trinh nghién cou lién
quan dén ndi dung bai bao, sau d6 so sanh kiém
chirng véi két qua mo phong cua tac gia.

Phuong phép cai dét mé6 phong: S dung hé mo
phéng mang NS2 phién ban 2.35 dé cai dat mo
phdng céac kich ban mang va danh gia hiéu nang
ctiia giao thirc dinh tuyén AODV c6 tan cong 15
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